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Network Monitoring & Configuration SINEC NMS with SCALANCE (IC-
SNCNMSP) 
 
  
Type 
Instructor-led Learning 
 
  
Duration and Continuing Education Units (CEU) 
Face-to-face: 3.5 Days ; Virtual: 3.5 Days (Schedule varies) 
0 CEUs 
 
  
Target Group  

Engineers
Commissioning Engineers
Maintenance Technicians
Operators
Programmers
Reliability Engineers
Sales
Others 

 
  
Short Description 

 
  
Objectives  

In this course, participants will learn how to use the network monitoring and management
system SINEC NMS to monitor, document and configure their network from a central
location, as well as to plan, implement and maintain their network monitoring solution.
Through in-depth practical exercises you will put the theoretical knowledge into practice.
At the end of the course, you will be familiar with the requirements and solutions for
monitoring and managing industrial networks with SINEC NMS, and you will be able to
monitor, document and configure industrial networks with SINEC NMS. 

 
  
Content  

Fundamentals of network monitoring

The complexity and number of participants in Ethernet-based production networks are constantly
increasing due to growing requirements. Failure of single devices in such networks may result in
loss of production and, at the worst, cause a downtime of the whole production chain. To
minimize unproductive times and the resulting costs, transparency and a continuous monitoring of
the network is crucial. Additionally, manual setup and managing of device and firewall-/NAT
configurations as well as firmware updates can be inefficient and error prone. SINEC NMS is a
central solution for monitoring a wide range of different devices in a network as well as for
configuration and management of the SCALANCE and RUGGEDCOM network portfolio.
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Documentation and inventory of networks to create transparency
Detection and diagnostics of network events
Customized and clear depiction of the monitored network
Evaluation and optimization of the network performance
Monitoring of third-party devices (manufacturer-independent network monitoring)
Central user management with UMC (User Management Component)
Integration of the network monitoring data into a higher-level HMI system
Implementation of policy-based network configurations with SINEC NMS
Central Firewall- and NAT-Management
Network monitoring with multiple SINEC NMS Operations
Practical exercises 

 
  
Recommended Prerequisites 
IC-ETHFU: IC-ETHFU 
 
  
Language 
English
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