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Security in Industrial Networks with RUGGEDCOM (RC-SECINP) 
 
  
Type 
Instructor-led Learning 
 
  
Duration and Continuing Education Units (CEU) 
Face-to-face: 3 Days ; Virtual: 3 Days (Schedule varies) 
0 CEUs 
 
  
Target Group  

Engineers
Commissioning Engineers
Maintenance Technicians
Operators
Programmers
Reliability Engineers
Sales
Others 

 
  
Short Description 

 
  
Objectives  

At the end of this course, participants will understand the requirements and fundamentals
needed to plan, implement, and provide support for industrial security measures. 

 
  
Content  

Understanding what threats lurk Industrial Ethernet networks
Defense-in-depth approach
Security measures and guidelines (best practices, industry driven)
Hardening the RUGGEDCOM product line
Protecting Control Networks (firewall, address translation (NAT))
Site to Site and Remote access via VPN (IPsec)

It is difficult to imagine day-to-day industrial operations without Ethernet connections. From large-
scale environment to the smallest Industrial Ethernet communication network, nearly everything
has come to dependency on the overall systems reliability and security. The opportunities on the
one hand are countered by risks on the other hand. Access by outsiders or manipulations in the
network always has catastrophic consequences on application or on in-house expertise.
Therefore, functioning security systems are an absolute must. During the course you will become
familiar with the knowledge necessary to apply concepts mandated by common security
standards. The course does not just cover theoretical security concepts, it also provides the
opportunity to implement these concepts through practical hands-on exercises.
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■ Comprehensive exercises using the SIMATIC NET product portfolio 
 
  
Recommended Prerequisites 
IC-ETHFU: IC-ETHFU 
 
  
Language 
English
 
 
 

Course descriptions are Siemens Intellectual Property and copyright protected. Do not modify without written permission
from SITRAIN US. ©2023 Siemens Industry, Inc.
 

Register today at sitrain.us. Contact us at sitrain.registrar.industry@siemens.com or call (770) 625-5644. SITRAIN Digital Industries Learning 2026

https://www.sitrain.us/LMS/CourseView.aspx?cps=1186&view=course&CourseCode=IC-ETHFU
https://www.sitrain.us/
mailto:sitrain.registrar.industry@siemens.com

